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There are plenty of useful and perfectly legal dark websites that can only be accessed through Tor. Here are 10 of our favourites. Facebookwww.facebookcorewwwi.onionYes, we realise the irony: the social network renowned for harvesting its users data for advertising purposes has a special private version that can only be accessed through
Tor.READ MORE:What is the dark web?You might wonder how this works surely you cant be anonymous on Facebook or friends wont be able to find you (and vice versa). But the idea is to provide a secure and reliable method of communication for people worried about cybersurveillance. More than one million people use the hidden site, which is also
available on Android.ProPublicawww.propub3r6espa33w.onionWinner of four Pulitzer prizes and the first online publication to win the award this non-profit news sites mission is to expose abuses of power and betrayals of the public trust by government, business and other institutions.Not only does ProPublicas .onion site put paid to the notion that
only dubious content can be found on the Dark Web, but it allows people in internet-censored countries to read its fearless investigative journalism via Tor, without fear of reprisal. DuckDuckGo3g2upl4pg6kufc4m.onionAs weve mentioned, DuckDuckGo is Tors default search engine but its also worth bookmarking its .onion site, if only to see that the
Dark Web hasnt wiped the smile from the happy logos bill. Indeed, the privacy-loving bird thrives on the freedom and anonymity offered by the browser, letting you quickly search the web without being spied on.READ NEXT:The dos and donts for using a dark websiteDuckDuckGos bang commands can be used to search thousands of sites by typing,
for example, !w for Wikipedia followed by a search term.Intel ExchangerrccSuuudhh4oz3c.onion Some discussion forums accessed via Tor are distinctly unpleasant, but if youre interested in conspiracy theories, leaked documents and unreported global events, Intel Exchange is one of the safest places to read and share information.Some threads are
amusingly bonkers Cthulhu for President, Telekinesis everyone can do it and Buildinga spaceship, for example but by insisting users register and have their accounts verified, the forum generally avoids the spam, trolls and timewasters that plague many boards on the standard web.Blockchainblockchainbdgpzk.onionYou need to invest in
cryptocurrency to buy and sell through hidden sites, and Bitcoin is by far the most popular option. Blockchain serves as a free virtual wallet for your currency and provides lots of useful idata such as the current market price, graphs of Bitcoin-mining activity and details of transaction numbers.Unusually, for an onion site, it has an official HTTPS
certificate, for peace of mind about your Bitcoin savings.Flashlightkxojy6ygju4h6lwn.onionCalling itself an info beam in the Dark Web, Flashlight gathers news about cryptocurrency, Tor-related projects and internet privacy in general, presenting it as a constantly updated feed. Interesting headlines when we visited included Tor browser downloads
are up in 2017 and Bitcoin price hits all-time high.Hidden Answersanswerstedhctbek.onionLike Yahoo Answers for the Dark Web, this site lets you post queries about any topic you like and get a helpful or at least honest response from the community.Be warned that the no-holds-barred nature of Hidden Answers means some of the discussion is rather
dubious, and we certainly wouldnt click its hoax adverts. But theres some genuinely useful advice about security and privacy, and avoiding scams.How Will You Tell the World?rjzdqt4z3z3xo073h.onionYou have been chosen. You have always been awake. Seek and it shall be found begins this enigmatic site, which dares you to make sense of its mix of
diagrams, audio snippets and portentous statements.Is it a communication from aliens hidden on the Dark Web or a prank to fool Tor users into thinking theyve uncovered a secret? Nobody has worked it out yet, but its an intriguing riddle.WikiLeakswlupld3ptjvsgwqw.onionJulian Assange may have lost much of the goodwill he once enjoyed, but
Wikil.eaks remains one of the most important sources of uncensored political information. Although you can access its content in any browser, for security reasons the only way to submit documents is through Tor. Files are encrypted automatically during upload.Privacy Internationalprivacyintygcroe.onionThis London-based charity promotes the
Universal Declaration of Human Rights: No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence.lts aim is to investigate the secret world of government surveillance and expose the companies enabling it.This onion site shares Privacy Internationals eye-opening reports and case studies, and explanations of
the dangers of big data, and lets you donate to the charity via PayPal. We are not responsible for any of your activities on the dark web, we are sharing these information only for educational purposes. The dark web is that mysterious part of the web that most people only get to with the Tor browser. Websites with the suffix .onion host hidden services
that arent accessible through regular browsers (unless you do a lot of tweaking). The Tor-browser, however, enables you to visit these services while also giving you a layer of anonymity. When the dark web is in the news, it is often in association with illegal practices. There are countless stories of dark markets where you can buy anything illegal such
as drugs, weapons or fake passports. Here We provide the most trusted and oldest hidden links that no one talks about. so you can find out which one is best for need. Active URL: Alpha is at the top of our list in darkweb. Alpha team is one of the most trusted financial vendors in the darkweb.Alpha is active in darkweb Since 2016 and they provide
services like Prepaid VISA / Amex / MasterCards Western Union transfer and PayPal Money transfer with minimum waiting time, full customer satisfaction and 24/7 support. Wrapping this Alpha review up, let me get you the primary pros and cons of the market in a nutshell: Pros: Extremely Professional and Easy layout Secure Onion V3 Address
Buyer Protection Transparent vendor profile 24/7 Support Cons: A limited number of Products They dont accept Escrow Active URL: Light money is the one of the first deep web prepaid cards seller. What they do is preload the cards with funds, so there are a few major advantages which transform these cards and give them and their customers the
opportunity to cash them out risk-free. Active URL: Active URL: Active URL: Again We are not responsible for any of your activities on the dark web, we are sharing these information only for educational purposes. Thursday, October 17th 2019 - 15:25 UTC Welcome to Video operated on the so-called dark web, which can only be accessed by special
software and is widely used to traffic various illegal content Britain's National Crime Agency said the Welcome to Video site contained 250,000 videos that were downloaded a million times by users across the world. UK and US authorities investigating a dark web child pornography site run from South Korea on Wednesday announced the arrest of
337 suspects in 38 countries. Britain's National Crime Agency (NCA) said the Welcome to Video site contained 250,000 videos that were downloaded a million times by users across the world. The website monetized the sexual abuse of children and was one of the first to offer sickening videos for sale using the cryptocurrency bitcoin, the NCA said in
a statement. The arrests were made in 38 countries including the UK, Ireland, America, South Korea, Germany, Spain, Saudi Arabia, the United Arab Emirates, the Czech Republic and Canada. The investigations also involved South Korean National Police and Germany's Federal Criminal Police. In Washington, the US Department of Justice said
separately the site operated the largest child sexual exploitation market by volume of content when it was taken down. Welcome to Video operated on the so-called dark web, which can only be accessed by special software and is widely used to traffic various illegal content and products. The NCA said seven men have already been convicted in Britain
since the first suspect was arrested in 2017. One man was jailed for 22 years for raping a five-year-old boy and appearing on Welcome To Video sexually abusing a three-year-old girl. The collaboration between global law enforcement agencies was sparked by the British investigation into a British scientist for child sex offences, according to the NCA,
which deals with serious and organized crime, as well as cybercrime. Matthew Falder was sentenced to 25 years in jail in 2017 after admitting 137 counts of online abuse, including the encouragement of child rape and even the abuse of a baby. The US Justice Department indicted the site's alleged operator - identified as 23-year-old South Korean
national Jong Woo Son -on nine counts. Dark net sites that profit from the sexual exploitation of children are among the most vile and reprehensible forms of criminal behaviour, said US Assistant Attorney General Brian Benczkowski. Categories: Politics, International, United States. Deep Web Links or the Hidden Web is a part of the World Wide Web
but the fact is that their contents are not indexed by the standard search engines like Google, Yahoo, Bing, etc. When you talk about the surface web, it is the normal contents that are indexed by all the search engines and accessible to all the users who are using the Internet.Then you may think about how the contents from the deep web are normally
accessed by a user. The contents of the deep web can be accessed directly via website URL or by the IP Address of the website. Some deep web pages may require a password to access the particular page.You may wonder what kind of data is found in deep websites, The data are like highly confidential emails, important bank statements, direct
messages, photos shared on Facebook (which is uploaded privately). Normally the Governments and the Research people store the highly valuable data on deep websites. This makes the data unavailable to the public network.There are many methods used to hide the webpages from the normal search engines, below are some of the methods which
are used to prevent the traditional search engines from indexing the web pages.Limited Access Content: In this method, sites limit their access to the webpages in a more technical way. that is either by using a Robots Exclusion Standard or CAPTCHA, which prevents the traditional search engines from accessing them & creating the cached
copies.Private Web: Sites that require the user name and password to access the webpages. Normal search engines are prevented from accessing them.Unlinked Webpages:The webpages which are not linked by the other pages. Usually, these pages are not crawled by search engines. The Google Crawler will normally follow the links from particular
webpages and will discover the new webpages that are linked to it, This process continues and search engines discover the new webpages. When the new webpages are not linked by any other webpages, then they are hidden or prevented from crawling. These webpages can also be called pages without backlinks.Software: Some webpages on the
internet are hidden intentionally. These hidden web pages can be accessed only via software like Tor, I2P, etc. Even some other darknet software can be used to access these webpages. By using the Tor Browser you can access the webpages by using the anonymous IPs which change more frequently.Non-HTML/unformatted contents:In this type of
webpages, the contents are hidden in the multimedia files or in the non-HTML formats which are not supported or read by the traditional search engines. Learn Basics of HTML.How to access the deep/dark web links? [Best Dark Web Browsers]To access the deep websites or deep web links, you need to use the browser which masks the users IP
Address and at the same time has the capability to access the dark web. Below are some of the browsers by using which you can access the dark web.Tor Browser:By using the Tor Browser you can access deep websites. Tor browsers are mostly used to make anonymous communications. When you are accessing any webpage by using the Tor
browser, your IP changes dynamically every minute or even less than that. It is very difficult to track the user activities of the people who are visiting your webpages using the Tor browser.Subgraph OS:Subgraph OS is the browser built to access the deep websites. The core of the Subgraph OS is built very similar to the Tor Browser. In fact, the
Subgraph OS uses the same source code as the Tor Browser. As you need, Subgraph OS is built in a way that you can access the internet for free in a secured & anonymous way as you would like to do. The special thing to note about the Subgraph OS is the container isolation settings, This will let you isolate the malware containers instantly from the
rest of the connections. The Subgraph OS is the safest deep web browser.Waterfox: The Wasterfox is another open source web browser by using which you can access the deep web links sites. The difference between firefox and Waterfox is that it works by removing telemetry & allowing 64-bit NPAPI plugins. Waterfox allows the unsigned extensions,
removing sponsored files on the new tab page. Also, The Waterfox browser doesnt use the EME (Encrypted Media Extensions)I2P [Invisible Internet Project]: The Invisible Internet Project is an I2P program that allows accessing both the surface web and the deep web links effortlessly. Since the data is masked by the stream of constant data, it is very
difficult to pinpoint or identify you.Whonix:The Whonix is Linux-based security focussed web browser. Whonix browsers main intent is to provide security, safety, and anonymity to the users over the Internet. Normally all the communications made through the Whonix are enforced through the Tor browser to achieve anonymity.Benefits of Dark Web
Links:Virtual Libraries: The Deepweb is the place where you can find lots of useful resources in the virtual libraries. It is very useful for the researchers, teachers & students since the information stored in the deep websites is not available in the standard search engines. More scientific facts are found on the deep websites when compared to the
information that is found in the normal search engines.Anonymity: This is the most important advantage of using the deep weblinks which all the users will like the most. You can express your views on the internet freely without actually revealing your identity by using deep websites or either by using the Tor browser. Even when you are working on
the deep web, you can forget about the word censorship. The sad thing to note about this feature is that it helps the criminals to actively involve in all the illegal activities without showing their identity.Data is Power:Information/Data is the most precious thing in the online world, You can do many things by having the potential data. By using the deep
web, you can store the information more secured & safely. Dark websites are not crawled by any search engines, hence it is not accessible by normal users on the internet.Security Precautions to make before visiting the Deep Websites/Dark Web Links:Always you should not use your mobile phones for the 2 step verification on Tor Browser.Avoid
using the HTTP website on the Tor browser.For making Google Search, dont use the Tor Browser.When you are using Tor, dont forget to delete the cookies & the local website data.You avoid sending the unencrypted data over the Tor.Operating the user accounts outside Tor should be avoided.Dont post/publish your personal information.Also, dont
use the Tor with the Windows Operating System.Avoid connecting the same server simultaneously with and without the Tor browser.Dont Stream Live Videos/Avoid live sessions in the deep websites using Tor browsers.Do not Use Torrent while accessing the deep web links using the Tor.Do not download anything from the deep websites, If you find
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sblzbg2ad4x6jada.onionDead pwoah62jwzi4dlhgw.onionDead pwoah52fhjg4ajpv.onionDead stwiki5oq3suajdd.onionDead inserovwpz2norgg.onionDead maktubuyatg4rfyo.onionDead The dark web is a part of the internet that lets people hide their identity and location from other people and from law enforcement. As a result, the dark web can be used
to sell stolen personal info. How can you access the dark web? To access the dark web, you cant use Google Search or browsers, such as Chrome or Safari. Instead, you need to use software designed specifically for this purpose, such as Tor or I2P. What's the dark web used for? The dark web is often associated with illegal activities, such as drug-
trafficking and data breaches. However, government agencies also use the dark web to: Share classified information Perform other positive activities Learn the difference between dark web & deep web The dark web is often mistakenly described as the deep web. The deep web refers to the parts of the internet that you cant reach through search
engines like Google Search. While this includes the dark web, the deep web also includes pages that you can only find if you register or sign in, like most content provided by Gmail and Facebook. The deep web includes 90 percent of the internet, while the dark web likely includes less than 0.01 percent. How does personal info end up on the dark
web? Data breaches and malware are 2 common ways that can make personal info end up on the dark web. Data breaches happen when a hacker steals user data from a companys database. This data can later be sold to identity thieves on the dark web. Malware is any kind of software that can harm a computer. Malware can steal sensitive info from
your computer, gradually slow it down, and even send fake emails from your account. Learn how to protect yourself from malware. How does Google know what personal info is on the dark web? To find out what info is on the dark web, Google uses a third-party vendor. This vendor has access to databases that show what content is currently available
on the dark web.Desde sus inicios, el internet ha sido conocido por albergar informacin y accesos de todo tipo. En la actualidad es la fuente de informacin y recursos ms grande a la cual todo podemos acceder. Sin embargo, en cierto punto, creci a tal grado que es posible encontrar ciertas secciones que, como en la vida real, no son del todo
seguros.Uno de los sectores ms infames del internet es la Deep Web. Un sector con contenido al que no se puede acceder de forma regular por medio del uso de navegadores y motores de bsqueda convencionales.En los prximos prrafos, te ensearemos todo lo que necesitas saber sobre la Web Profunda, desde lo que pueden encontrar en ella hasta el
funcionamiento de los enlaces para acceder a su contenido. Qu es la Deep Web y qu podemos encontrar en la "Internet profunda"? Los usuarios convencionales de internet han creado una reputacin bastante desfavorable sobre la deep web. Sin embargo, ms all de los mitos y de todo lo que se dice, la Deep Web es un conjunto de entradas de bsqueda
que no aparece indexado en ninguno de los motores de bsqueda ms utilizados.Ya sea Google, Bing, Yahoo!, Yandex o Baidu, no te ser posible encontrar esta clase de contenido. La Deep Web alberga una gran cantidad de sitios, y es importante mencionar que lo que se encuentra en redes sociales y motores de bsqueda convencionales, equivale a,
aproximadamente, un 4% del contenido total de internet, por lo que 96% de este contenido corresponde a la deep web.Las pginas que puedes encontrar pueden ser de varios tipos, desde servidores privados y bases de datos, hasta pginas web comunes y corrientes desindexadas a propsito de los motores de bsqueda.En la Deep Web recaen todas las
pginas a las cuales, independientemente de lo que escribas en el motor de bsqueda, no podrs encontrar, por lo que para acceder a estos sitios, necesitars conocer la direccin web exacta,Es lo mismo la Deep Web que la Dark Web? DiferenciasSi establecemos que la Deep Web abarca aproximadamente un 90% del contenido del internet, la Dark Web
equivale a un 0,1% del mismo. Si bien la Dark web forma parte de la Deep Web, forma solo una pequea parte de la misma, conformada por pginas intencionalmente ocultas, con direcciones IP protegidas y solo accesibles con un navegador especfico.Especificando las principales diferencias entre la Deep Web y la Dark web, seran las siguientes:Donde
la Deep Web en su mayora consta de pginas generadas de forma temporal con datos especficos o sitios bloqueados con PayWall, la Dark Web contiene sitios intencionalmente bloqueados, a los que slo puedes acceder con herramientas especiales.Los enlaces de ciertas pginas de la Dark Web son convencionales, accesibles desde cualquier navegador,
mientras que los de las Deep Web son muy particulares, utilizando protocolo como las .i2p y enlaces .onion de TORPor lo general, tanto la Dark Web como la Deep Web tienen connotaciones bastante negativas, puesto que en ciertos casos es posible acceder a contenido de dudosa legalidad, y eso es ms frecuente en las pginas de la Dark Web, aunque
est enormemente exagerado por los medios y las creencias populares.Cmo funcionan los links de la Deep Web y cmo podemos entrar?El funcionamiento de los enlaces a la Deep Web depende en gran medida de la pgina web que desees visitar. Los enlaces ms complicados son aquellos que forman parte de la Dark Web, los cuales tienen un dominio
propio y funcionan de forma muy particular.Los enlaces de la Deep Web pueden funcionar como un enlace a los cuales ests acostumbrando, solo que no podrs encontrarlo en los motores de bsqueda. Por ejemplo, pginas que han sido desindexadas o sitios especficos que requieren tener una sesin activa.Para los enlaces de la Dark Web, depende de la
pgina a la que pertenezca. El protocolo ms popular es TOR, el cual, una vez creas una pgina ".onion", genera un nombre aleatorio por medio de una clave RSA de 1024 bits, y utiliza un fragmento de la llave pblica para calcular el SHA-1.Publicidad en internet Qu es, cmo funciona y qu tipos hay?Es un proceso complejo mediante el cual TOR genera un
nombre aleatorio para el sitio y crea capa tras capa de cifrado, el cual solo puede ser traspasado por el navegador Tor, o ciertos servicios de la "clearnet", que te permiten ver estas pginas sin acceder a la Darknet.Bsicamente, tanto ".onion" como ".i2p" son protocolos que generan un cifrado por capas y una ruta de conexin aleatoria que pasa por
diferentes nodos conectando el servidor de la Dark Web al ordenador.Cmo buscar y encontrar nuevos links y webs dentro de la Deep Web o Internet Oscura? Encontrar enlaces de la Deep Web no es una tarea realmente complicada. En la clear web, la internet que navegamos diariamente, podemos encontrar una gran cantidad de sitios web que
recopilan y listan enlaces para obtener toda clase de contenido legal desde la Deep Web.Para acceder tanto a enlaces de la Deep web como de la Dark Web, es necesario seguir una serie de pasos para garantizar tu seguridad a medida que navegues en los enlaces, adems de ciertos consejos de seguridad.Si deseas navegar de forma segura en la Deep
Web, sigue estos consejos:Descarga el navegador Tor de su sitio web oficial.Utiliza una VPN de alta seguridad. Una de las opciones ms recomendadas y utilizadas es ExpressVPN.No ingreses a links desconocidos.No utilices tu correo electrnico personal. Utiliza el servicio de correo de ProtonMail para crear una cuenta nueva.Cubre webcam y micrfono
para mayor seguridad y privacidad.No realices descargas.S precavido al realizar compras online, la Dark web est llena de estafadores.Estos son pasos que debes seguir independientemente de a qu pgina de la Deep Web o Dark Web ests tratando de visitar. Para obtener enlaces, puedes visitar sitios recopilatorios como la Hidden Wiki, en los cuales
podrs obtener los mejores enlaces legales a sitios de la Internet oscura.Directorio de pginas webs y enlaces .onion ms importantes dentro de la Deep WebA continuacin te mostramos el mayor catlogo de direcciones web para entrar a la Deep Web por categoras:BuscadoresHidden Wiki (Cleaner Web): Wiki (Dark Web): Evil: Links: Desk Grams:
financierosShitty: http:// gxut3nthkyjq5j7pd66ppfzegblxledhcfz4qs2mavifq2oym7jrcgzad.onion/CardZone: Validator: & Highpayout: House of Cards: & PayPal Vendor: Card Store: Dump Street: Best Shop: & White Cards: Cards: Warriors: Lodge: LW: Card The World: Finance: Master: Store: Your BitCoins: Accounts: wallet: Quest: Quality Credit Cards
Store: USD: . Business: Balance Cards: Active 24 Hours: CC Quality Vendor: CC: Card: OnlineCannazon Market: Market: Market: Market: Market: Mart Market: Peoples Drug Store: Prime: Market: Market: Marketplace: Market: Market: Market: Market: Market: Market: Market: Market: Market: Market: Market: Darkweb Market: Darkweb Market:
Market: Road: Marketplace: of Lions: Markets: City: electrnicosO3mail: Mail Gateway: Mail: Mail: OnionMail Server: Says: OnlineCS Clone: Chat server: Chat: IRC Hideout: with Strangers: Campfire: Eddies Home: Forum: Answers: Cash: Street: Cyber Security Forum: Chanss: Country: Hub: Green Machine: Avengers: To Mind: Light: Fallen: Clubs:
Money: BetCoin: Shans: Leagues Fixed Matches: & Tails: Was Romes 2nd Emperor: Lotto: SocialesDiaspora: Earth Hobbits Social Network: Deep Web: y RadioThe Pirate Bay: Usenet File Search Engine: Deep Radio: Jobiwan: Music Codes: Radio: Library: Genesis: y BlogsDeepDotWeb: Hack Lair: Soul: Tin Hat: Freiheit Statt Angst: Anonymous
Gateway: Systems: in-a-box: de Hacking.net: Digital: Directory: Guerrilla: Gallery: de pginas webs alternativas para encontrar Links .onionA continuacin te listamos algunos sitios webs (en ingls) donde poder encontrar ms links de la Internet profunda, la mayora de estos sitios estn en constante actualizacin:Thedarkweblinks.comQuizs el sitio de la
Cleaner Web ms completo donde encontrar contenido de la web profunda. La web oscura es el lugar ms oscuro de Internet donde la mayora de los sitios involucrados en actividades ilegales como aqu, el usuario puede comprar bases de datos, virus, rganos, armas, drogas, falsificaciones, transferencias de fondos, alojamiento, dispositivos y mucho ms
sin pagar impuestos, y todo lo que los usuarios pueden comprar con la ayuda de criptomonedas como Bitcoins, Monero, Bitcoin Cash, etc.Darkweb.linkOofrece los Iltimos enlaces de Dark Web, marque el sitio en el navegador Tor como su pgina principal personal para la web oscura. Este sitio web les trae una lista de enlaces web oscuros, as como
sitios web del mundo oculto de la web oscura. Muchos de los enlaces aqu expuestos son poco conocidos y por tanto pueden ser peligrosos, primero deben comprobar su seguridad antes de dar algn tipo de dato.Darkweb.wtfDarkweb.wtf es un recurso seguro para acceder fcilmente a la darknet con TOR u otro navegador .ONION. Enumera los sitios en
los que confan en Darknet y tan pronto como hay una alerta de estafa o algn tipo de advertencia, eliminan y deshabilitan el sitio. El uso de esta pgina web significa un acceso seguro a la darknet sin recordar ni copiar direcciones .ONION largas que parecen aleatorias, ya que lo reenvian automticamente a una direccin que
funciona.Darkwebfans.comSu lema es que creen firmemente en el Manifiesto por la Libertad de Internet. Tambin hacen todo lo posible para brindar tanta libertad a Internet como lo era originalmente. Es por eso que lanzaron este sitio. Si la informacin en su sitio es til para alguien de alguna manera, entonces su trabajo no es en vano, desde
msterdam, Holanda.Darkweb24.netUn lugar bastante completo donde poder encontrar una de las listas ms completas y actualizas de enlaces web oscuros. Segn el autor, todos los enlaces del sitio estn comprobados y funcionan. Han recopilado los enlaces web oscuros ms interesantes en una sola pgina y para los menos iniciados ha redactado una gua
paso a paso para poder acceder con total seguridad a la DarkNet.Darknetpages.comLos creadores comenzaron este proyecto poco despus de que las autoridades eliminaran una de las fuentes de noticias ms respetables sobre la red oscura. Desde el principio, intentaron que la informacin sobre los mercados fueran accesible para todos. Han estado
informando sobre estafas, riesgos de seguridad y operaciones realizadas por las fuerzas del orden y esperan contribuir a hacer de la red oscura un lugar ms seguro. Joe TidyCyber correspondent, BBC World ServiceBBCA picture posted to one of the drugs channels by a memberAbout nine months ago while researching a story, I found myself added to
a large Telegram channel which was focused on selling drugs. I was then added to one about hacking and then one about stolen credit cards.I realised my Telegram settings had made it possible for people to add me to their channels without me doing anything. I kept the settings the same to see what would happen.Within a few months, I had been
added to 82 different groups.I changed my settings to stop it, but now every time I log on I am treated to thousands of new messages across dozens of extremely active illegal groups.The arrest of Telegrams billionaire chief executive in France has ignited a debate about moderation on his app.Pavel Durov has been charged for suspected complicity in
allowing illicit transactions, drug trafficking, fraud and the spread of child sex abuse images to flourish on his site.There is no doubt that criminality is happening on other social networks too, but my experiment hints at a broader problem that many in law enforcement have been concerned about for years.Here is a flavour of some of the groups to
which I have found myself added. All the images were posted to the groups, and we have altered the names of the channels so as not to advertise them.Card Swipers group (15,700 members) sells stolen cloned credit cards and ships worldwide. Images and videos show criminals successfully draining ATMs using the faked cards and holding wads of
cashDrugs Gardens official (9,119 members) Sells marijuana, marijuana cookies, and illegal vapes. Videos and images of products and customer reviews are shared regularlyMemories and Drugs (6,253 members) Almost every drug imaginable is being offered for sale, with strings of Telegram channels advertising dozens of vendors in cities all over
the worldContraband Network (5,084 members) A group sharing advice, and vendors selling everything from prescription drugs to stolen credit cards and gunsGift cards forum (23,369 members) A marketplace selling fake vouchers and gift cards for AirBnB, Marriott Hotels, American Airlines, Amazon, Apple, Walmart and dozens of other
companiesNew Dawn Market (222 members) Marketplace selling hacking tutorials, malicious software and stolen credit cards and passportslt is no wonder some people, like cyber-security podcaster Patrick Gray, have been describing Telegram for months as the dark web in your pocket.The dark web is a part of the internet that can only be accessed
using specialist software and knowledge. Ever since the launch of the Silk Road marketplace in 2011, there has been a steady conveyor belt of websites selling illegal goods and services.Speaking about the shock arrest of Mr Durov, Mr Gray said on his podcast Risky Business that Telegram has been a haven for crime for a long time.We are talking
about child sexual abuse material, were talking about drug sales, were talking about absolutely dark web levels of criminality that theyre just doing nothing about, he said.Telegram has become a popular place for criminals to attract customersCriminals like the dark web because of the anonymity it provides - internet traffic is bounced around the
world, obscuring people's locations. Pinpointing who is behind certain usernames is extremely challenging.Researchers at cyber-security company Intel471 say that pre-Telegram this activity was predominantly done in online markets hosted using hidden dark web services but for lower-level, lesser-skilled cyber-criminals, Telegram has become one of
the most popular online destinations.The hacker group Qilin, which held NHS hospitals to ransom earlier this summer, notably chose to publish stolen blood test data on its Telegram channel before its dark web website. The deepfake service used to create fake nudes of schoolgirls in Spain and South Korea also runs its full service, including payment,
on Telegram.Some of the Telegram criminal channels I was added to seem to have a presence on Snapchat and drug dealers can be found on Instagram too, where deals are no doubt being made in private chats.But drug dealers can often be seen advertising their Telegram channels on those other sites to funnel people to that platform.In January,
state police in Latvia set up a separate unit specialising in monitoring chat apps for drug trafficking and communication, and officials have named Telegram as a particular concern.Child abuse materialTelegram says that its moderation is within industry standards, but this week we have seen evidence to the contrary related to an area of criminality
far less visible (and one I did not search for) - child sexual abuse material.On Wednesday, the BBC learned that while Telegram does respond to some takedown requests from police and charities, it is not participating in programmes aimed to proactively prevent the spread of images and videos of child sexual abuse.Not doing enough to police child
sexual abuse material (CSAM) is one of the chief allegations from French prosecutors.At the heart of this case is the lack of moderation and co-operation of the platform, in particular in the fight against crimes against children, said Jean-Michel Bernigaud, the secretary general of French child protection agency Ofmin, on LinkedIn.Telegram told the
BBC it does proactively search for illegal activity, including child sexual abuse, on its site. It said undisclosed action was taken against 45,000 groups in August alone. The press office did not respond to follow-up questions about this or anything else in this article.Not co-operating with policeModeration is only part of the problem for Telegram. Its
approach to police requests to remove illegal content and pass on evidence is another criticism.As Brian Fishman, a co-founder of Cinder, a software platform for trust and safety, posted: Telegram is another level: it has been the key hub for Isis for a decade. It tolerates CSAM. It's ignored reasonable law enforcement engagement for years. Its not
'light' content moderation; its a different approach entirely.Some might argue that Telegrams privacy features mean that the company does not have much data about this activity to report to police. This is the case with ultra-private apps like Signal and WhatsApp.A campaign began online to get Mr Durov releasedTelegram offers users similar levels
of privacy if they opt to create a Secret Chat which uses the same end-to-end encryption that those apps do. It means the activity inside a conversation is completely private and not even Telegram itself can view the contents.However, this function is not set as default on Telegram, and it seems that most of the activity on the app - including on those
illicit groups I was added to - are not set as "secret". In fact, group chats can't be set as 'Secret' at all. Telegram could read all content and pass it on to police if it wanted to, but it states in its terms and conditions that it does not.All Telegram chats and group chats are private amongst their participants. We do not process any requests related to
them, the companys terms and condition read.In June Pavel Durov told journalist Tucker Carlson that he only employs about 30 engineers to run his platform.Telegrams cold approach to law enforcement is something that I have been told about on the fringes of press events by frustrated police officers.French authorities noted in their statements
about Mr Durovs charges that police there and in Belgium had historically an almost total lack of response from Telegram to legal requests.Freedom of speechln spite of all the criticism against Telegrams approach to moderation, there are some who are concerned that Mr Durovs arrest is a troubling time.ReutersMr Durov is not allowed to leave
France and must regularly report to police stationsDigital rights organisation Access Now says it is watching developments with great concern. In a statement, the campaigners for an open internet said that Telegram is "no model for corporate responsibility" and that the group had criticised the app many times in the past. Access Now warns,
however, that "detaining the staff of platforms that people use to exercise their rights to free expression and peaceful assembly, without demonstrable alignment with human rights principles, may result in over-censorship, and could further shrink civic spaces".Telegram itself has repeatedly said that it is absurd to claim that a platform or its owner is
responsible for the abuse of that platform.Elon Musk, fellow billionaire and owner of X (formerly Twitter), has condemned the arrest and described it as an attack on freedom of speech. He is calling for Mr Durov to be released.So too are some of the criminals on the Telegram groups I am now a member of, with FreeDurov imagery being shared in
English and Russian widely. Skip to content
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